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ICS Overview

With Internet Connection Sharing (ICS), you can connect computers on your home or small office network to the Internet using just one connection. For example, you have one computer that connects to the Internet by using a dial-up connection. When ICS is enabled on this computer, called the ICS host computer, other computers on the network connect to the Internet through this dial-up connection. A private network only needs a single ICS host computer.

After ICS is enabled, and you make sure that all of your computers can communicate with each other and they have Internet access, you can use programs such as Internet Explorer and Outlook Express as if they were directly connected to the Internet service provider (ISP). When a request to the Internet is made, the ICS host computer connects to the ISP and creates the connection so that other computers can reach a specified Web address or download e-mail. To test your network and Internet connection, see if you can share files between computers and that each computer can get to a Web address. 

ICS is intended for use in a network where the ICS host computer directs network communication between computers and the Internet. It is assumed that in a home or small office network, the ICS host computer has the only Internet connection. While other computers on the network may have modems to access the Internet, their primary connection is through the ICS host computer. 

You must enable ICS on the public connection of your home or small office network. If you have more than one network adapter installed on your computer, you need to choose the local area connection that communicates with the rest of the computers on your home or small office network. This is also called the private network connection. If there are two or more local area connections, when you enable ICS, you must do one of the following:

Select one connection to connect to the rest of the computers on your network. 

If you have two or more local area connections, and all of them connect to the rest of the computers on your network, you need to bridge the local area connections before you can select the connection to your home or small office network. If you choose to create a network bridge that includes all of the local area connections to your network, the bridge is automatically selected when you enable ICS. If you create a network bridge that does not include all of the local area connections to your network, you can still select the bridge as your private connection. 

If you want to use NAT and must use multiple private connections that are not combined into a network bridge, you can use Windows 2000 Server or Windows Server™ 2003 with the Routing and Remote Access and DHCP Server services, instead of Windows XP. For more information, see Setting up network address translation.

Components of ICS

Although it is one component that is enabled, ICS provides the following three different types of services for client computers on the private network:

Translation of traffic for client computers

To share the single Internet connection, ICS translates the traffic from and to your client computers so that, on the Internet, it all looks as though it originated from the ICS host computer. The technical term for this type of network traffic manipulation is called network address translation, and the ICS host computer is acting as a Network Address Translator (NAT).

Automatic assignment of addresses and other settings

To configure the client computers on your network to properly use the ICS host computer for Internet access, the ICS host computer provides automatic assignment of Internet Protocol (IP) addresses—the addressing used on the Internet that are similar to phone numbers—and other settings. The technical term for this ICS capability is that it is acting as a Dynamic Host Configuration Protocol (DHCP) allocator. If your employer has a large network, then there is a good chance that they use DHCP servers to automatically configure the computers on the organization network. ICS is a mini-DHCP server, providing automatic configuration to the computers on your home or small office network.

Handles Domain Name System (DNS) name resolutions for client computers

When you type an address in your Web browser, such as http://www.microsoft.com, the name www.microsoft.com must first be resolved, or matched to, the IP address of the Web server on the Internet before you can begin to download the items on the Microsoft Web page. The www.microsoft.com name is known as a DNS domain name. DNS servers on the Internet help computers resolve domain names to their IP addresses. 

To help resolve domain names for client computers on your network, the ICS host computer acts as a DNS server to your client computers. When the ICS host computer receives a request to resolve a domain name from a client computer, the ICS host computer queries the DNS servers on the Internet, and then sends the IP address(es) corresponding to the requested name to the client computer. The technical term for this capability is a DNS proxy; the ICS host computer is resolving domain names on behalf of the client computers on your network.

Configuring ICS

Before you install or use ICS, you should contact your ISP or read your ISP's Terms and Conditions of Use policy to determine if you are permitted to use a NAT or other device to share your Internet connection with multiple computers at the same time. Assuming that you are permitted to use a NAT on your ISP connection, before you enable ICS, you should take the time to properly prepare the ICS host computer for its new configuration.

The ICS host computer will provide Internet access to all the other client computers on your network. Therefore, you must first verify that the ICS host computer can access the Internet itself. Connect the ICS host computer to the Internet and verify that you can view new Web pages by name.

If needed, rename the Internet connection in the Network Connections folder with a name that indicates that it is used to connect to the Internet. If you are using a dial-up connection to get to the Internet, the name of the dial-up connection might be named after your ISP. If you are using a network adapter and have an always-on connection to the Internet (for a cable or DSL modem), name the connection "Internet," instead of "Local Area Connection."

To rename a connection in the Network Connections folder, do the following:

1. From the Windows XP desktop, click Start, click Control Panel, click Network and Internet Connections, and then click Network Connections. 

2. Click the icon for the network connection to be renamed. 

3. In the Network Tasks pane, click Rename this connection. 

4. In the highlighted field under the selected icon, type a new name, and then press ENTER.

If needed, rename the private network connection in the Network Connections folder with a name that indicates that it is used to connect to your private network. For example, name the connection "HomeNet," instead of "Local Area Connection 2."

Note  One-way connections, such as a satellite connection that uses both a satellite interface for download and a dial-up connection for upload are not compatible with ICS in Windows XP.

Enabling ICS

You can enable ICS using the following methods:

The Network Setup Wizard

The Network Connections folder

The preferred and recommended method of enabling ICS is by using the Network Setup Wizard. The Network Setup Wizard guides you through the step-by-step process of configuring the ICS host computer and does the following: 

It automatically attempts to detect the connection to the Internet.

It automatically enables Internet Connection Firewall (ICF) on the Internet connection.

It can bridge multiple network adapters that are connected to your home network. 

It logs information that is related to the configuration that was performed by the wizard in the Nsw.log file.

If you do not want to use the Network Setup Wizard, you can manually enable ICS from the Network Connections folder by doing the following:

1. From the Windows XP desktop, click Start, click Control Panel, click Network and Internet Connections, and then click Network Connections. 

2. Right-click the network connection that is connected to your private network, and then click Properties. 

3. On the Advanced tab, clear the Protect my computer and network by limiting or preventing access to this computer from the Internet check box. 

4. Click OK to save changes.

5. Right-click the network connection that is used to access the Internet, and then click Properties. 

6. On the Advanced tab, select the Allow other network users to connect through this computer's Internet connection check box. 

7. If the connection to the Internet is a dial-up connection and you want this connection to dial automatically when another computer on your SOHO network attempts to access external resources, select the Establish a dial-up connection whenever a computer on my network attempts to access the Internet check box. 

8. If you want other network users to be able to control the shared Internet connection, select the Allow other network users to control or disable the shared Internet connection check box. 

9. If you have multiple network adapters installed in the ICS host computer, in Home networking connection, select the connection name for the connection that is connected to your private network. 

10. If it is not already selected, select the Protect my computer by limiting or preventing access to this computer from the Internet check box to enable ICF on this connection. The following figure shows an example.
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11. Click OK to save changes to your connection.

12. You might be prompted with a Local Network message box that explains how your computer's configuration is being changed. If prompted, click Yes to enable ICS.

What Happens When You Enable ICS

When you enable ICS on your Internet connection, the following changes are made to the configuration of the ICS host computer:

The IP address of the private network connection is changed to 192.168.0.1.

Translation is enabled between the Internet connection and the private network connection. In technical terms, the ICS host computer is now a NAT for your client computers.

Automatic addressing for client computers is enabled on the private network connection. Client computers can now use automatic addressing and obtain a configuration that allows them to access the Internet through the ICS host computer. In technical terms, the ICS host computer is a DHCP allocator for your client computers.

DNS name resolution for client computers is now enabled on the private network connection. Client computers can now resolve domain names of Internet resources by using the ICS host computer. In technical terms, the ICS host computer is a DNS proxy for your client computers.

Configuring the Client Computers

Now that the ICS host computer is configured, you must configure each client computer for automatic addressing. The exact method of configuration depends on the version of the operating system being run on the client computer.

To configure a computer running Windows XP for automatic addressing, do the following:

1. From the Windows XP desktop, click Start, click Control Panel, click Network and Internet Connections, and then click Network Connections. 

2. Right-click the network connection that corresponds the network adapter attached to your private network, and then click Properties. 

3. On the General tab, double-click Internet Protocol (TCP/IP) in the This connection uses the following items list. 

4. On the General tab, click Obtain an IP address automatically and Obtain DNS server address automatically. An example is shown in the following figure.
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5. Click OK to save the changes to your connection's configuration. 

To configure a computer running Windows 2000 for automatic addressing, do the following:

1. From the Windows 2000 desktop, click Start, click Settings, click Control Panel, and then double-click Network and Dial-up Connections. 

2. Right-click the network connection that corresponds the network adapter attached to your private network, and then click Properties. 

3. On the General tab, double-click Internet Protocol (TCP/IP) in the Components checked are used by this connection list. 

4. On the General tab, click Obtain an IP address automatically and Obtain DNS server address automatically, and then click OK. 

5. Click OK to save the changes to your connection's configuration. 

To configure a computer running Windows Millennium Edition or Windows 98 for automatic addressing, do the following:

1. From the Windows desktop, click Start, click Settings, click Control Panel, and then double-click Network. 

2. On the Configuration tab, double-click the item for TCP/IP for the network adapter attached to your private network. 

3. On the IP Address tab, click Obtain an IP address automatically, and then click OK. 

4. Click OK to save the changes to your network configuration. 

After you configure the client computers for automatic addressing, they should request and obtain an address configuration from the ICS host computer. This configuration includes the following:

An IP address of the form 192.168.0.z, in which z is a number from 2 to 254.

A subnet mask of 255.255.255.0.

A default gateway of 192.168.0.1 (the IP address of the private network connection of the ICS host computer).

A DNS server of 192.168.0.1 (the IP address of the private network connection of the ICS host computer)

In Windows XP, you can verify this configuration by doing the following:

1. From the Windows XP desktop, click Start, click Control Panel, click Network and Internet Connections, and then click Network Connections. 

2. Double-click the network connection that that corresponds the network adapter attached to your private network, and then click the Support tab. 

3. Click Details.

The Network Connection Details dialog box lists the settings for the connection. Verify that the correct IP address, subnet mask, default gateway, and DNS server are listed.

For other Microsoft operating systems, you can do the following:

1. From the Windows desktop, click Start, and then click Run.

2. In the Run dialog box, type command and then press ENTER.

3. At the command prompt in the command console window, type ipconfig /all and then press ENTER. 

The display of the ipconfig /all command lists the settings for the connection. Verify that the correct IP address, subnet mask, default gateway, and DNS server are listed. 

Common Problems with ICS

The following is a list of the most common problems encountered with using ICS to share an Internet connection.

Client Computers Are Unable to Access the Internet

If users on client computers are unable to access the Internet (for example, they are unable to view the Microsoft Web page at http://www.microsoft.com with their Web browser), then check the following:

1. Verify that the ICS host computer has Internet access.

2. Verify that the Web page is accessible from the ICS host computer.

3. Verify the ICS host computer's configuration.

For more information, see "Verifying ICS Host Computer Configuration" in the "Common Tools and Tasks" section of this article.

4. Verify the client computer's TCP/IP configuration. 

For more information, see "Verifying Client Computer Configuration" in the "Common Tools and Tasks" section of this article.

5. For Web sites, use the Ping tool to ping the domain name corresponding to the Web page address. For example, for the Web page address http://www.microsoft.com/windowsxp/homenetworking/, the corresponding domain name is www.microsoft.com.

For more information, see "Verifying DNS Name Resolution" in the "Common Tools and Tasks" section of this article.

An Application Run on a Client Computer Cannot Access an Internet Resource

If typical Internet applications such as Web browsers work from the client computer, but a specific program (such as a game) does not, then try running the program from the ICS host computer. If the program works correctly and accesses Internet resources from the ICS host computer but not any of the client computers, then it might not be possible for ICT to translate the communication traffic for the program. 

Different types of NATs can only translate specific types of traffic. If you must run your program from a client computer, you should consider replacing the ICS host computer with a broadband router (also known as a residential gateway) that has the capability of translating the traffic of the client computer program.

Internet Users Cannot Access a Server on My Private Network

By default, the ICS host computer that is acting as an Internet traffic translator does not forward any packets sent from the Internet to a client computer on your private network unless it is in response to a request originally sent by a client computer. A good example is when a client computer requests a Web page from a Web server. The ICS host computer forwards the packets sent by the Web server because they are in response to the client computer's request.

When you set up a server on the private network, such as a Web server or a game server, the ICS host computer does not know that it must forward traffic sent by Internet users to the private network server. To inform the ICS host computer that it must make an exception and forward traffic of a specific type to a specific client computer on your private network, you must configure an ICS service definition. To configure an ICS service definition, you must first determine the type of traffic for the program on the client computer in terms of Transmission Control Protocol (TCP) or User Datagram Protocol (UDP) ports. TCP and UDP are two communication protocols used on the Internet. Different types of traffic that use TCP or UDP are kept separate by using different port numbers. See the program's user guide to determine the TCP and UDP ports that the program uses. 

Next, either enable and configure an existing service definition that includes the traffic for the client computer's program or create a new service definition by doing the following:

1. From the Windows XP desktop, click Start, click Control Panel, click Network and Internet Connections, and then click Network Connections. 

2. Click the Internet connection, and then, in the Tasks pane, click Change settings of this connection.

3. On the Advanced tab, click Settings. 

4. To enable an existing service definition, click the check box next to the service definition name. A Service Settings dialog box is displayed. For an existing service definition, you typically only need to modify the name or IP address of the client computer that is acting as a server in Name or IP address of the computer hosting this service on your network.

5. To add a new service definition, click Add and enter all of the following information: 

In Description of service, type an easily recognized name for the service. 

In Name or IP address of the computer hosting this service on your network, type the name or IP address of the client computer that is acting as a server. 

In External port number for this service, type the port number that computers on the Internet will use to contact the client computer that is acting as a server. 

In Internal Port number for this service, type the port number that the client computer that is acting as a server is using. Typically, the external port and internal port numbers are the same.

Click either TCP or UDP. 

6. Click OK to save changes to the service definition. Click OK to close the Advanced Settings dialog box. Click OK to close the connection properties dialog box.

Add as many service definitions as you need for the traffic of the client computer's program.

Cannot Control ICS from a Client Computer

If you clicked the Allow other network users to control or disable the shared Internet connection check box on the Advanced tab of the Internet connection, then client computers on your private network can use Universal Plug and Play (UPnP), a standard protocol to control devices on a network, to instruct the ICS host computer to connect or disconnect from the Internet. The client computers can do this from an icon in their own Network Connections folder.

If a user on a client computer is unable to control the ICS host computer, then do the following:

1. Verify the ICS host computer's configuration.

Verify that there are no TCP/IP filters that are preventing the ICS host from receiving UPnP traffic on the private network connection. UPnP uses TCP ports 5000 and 2869. For more information, see "Verifying ICS Host Computer Configuration" in the "Common Tools and Tasks" section of this article.

2. Verify the client computer's TCP/IP configuration. 

For this specific issue, verify that if the Internet Connection Firewall is enabled, then there are service definitions created for UPnP traffic (UDP port 1900 and TCP port 5000). 

Alternately, verify that there are no TCP/IP filters that are preventing the client computer from receiving UPnP traffic on the private network connection. UPnP uses TCP ports 5000 and 2869. For more information, see "Verifying Client Computer Configuration" in the "Common Tools and Tasks" section of this article.

ICS Troubleshooting Tools and Common Tasks

This section describes the tools used to gather information when troubleshooting and the common steps to take to troubleshoot ICS issues.

Troubleshooting Tools

Windows XP provides the following tools for troubleshooting ICS issues:

Support tab in Network Connections

Network Connection Repair

The Ipconfig tool

The Ping tool

Internet Connection Sharing Troubleshooter

Network Diagnostics

The Services snap-in

The system event log

The Nsw.log file

Support Tab in Network Connections

The Support tab on the status dialog box of a connection in the Network Connections folder displays the following elements of the TCP/IP configuration of the connection:

Address type (manually configured or automatically assigned)

IP address

Subnet mask

Default gateway

When you click Details, the Network Connection Details dialog box provides additional TCP/IP configuration details. For the purposes of troubleshooting ICS issues, the most interesting additional TCP/IP configuration item is DNS Servers.

Network Connection Repair

The Network Connection Repair feature can be used to quickly and from a single location renew network connection IPv4 settings. Network Connection Repair performs a series of tasks that attempt to renew the connection as if it were just initialized. To perform a Network Connection Repair, click Repair on the Support tab for the status of a network connection.

The Ipconfig Tool

If you prefer to work at the command line, an alternative way to display the computer's TCP/IP configuration is to use the ipconfig /all command. The TCP/IP configuration elements most relevant to troubleshooting ICS issues are the IP address, subnet mask, default gateway, and DNS server.

The Ping Tool

The Ping tool is a command-line tool that tests basic connectivity between computers running TCP/IP. The basic syntax of the Ping tool is ping AddressOrName, in which AddressOrName is either an IP address or the name of the computer to which you want to test basic connectivity.

For ICS issues, one common use of the Ping tool is to see of you have basic IP connectivity with the ICS host computer from a client computer. In this case, do the following:

1. From the Windows XP desktop, click Start, point to All Programs, point to Accessories, and then click Command Prompt.

2. In the Command Prompt window, type ping 192.168.0.1, and then press ENTER.

Internet Connection Sharing Troubleshooter

The Internet Connection Sharing Troubleshooter is part of Windows XP Help and Support and is used to help you troubleshoot common ICS problems. To run the Internet Connection Sharing Troubleshooter, do the following:

1. From the Windows XP desktop, click Start and then click Help and Support.

2. Under Pick a Help Topic, click Networking and the Web.

3. Under Networking and the Web, click Fixing networking or Web problems.

4. In the details pane under Fix a problem, click Internet Connection Sharing Troubleshooter.

Use the questions of the Internet Connection Sharing Troubleshooter to help you determine the problem and its solution.

Network Diagnostics

The Network Diagnostics facility is part of Windows XP Help and Support and is used to scan your system to gather information about your hardware, software, and network connections. To run the Network Diagnostics, do the following:

1. From the Windows XP desktop, click Start and then click Help and Support.

2. Under Pick a Help Topic, click Networking and the Web.

3. Under Networking and the Web, click Fixing networking or Web problems.

4. In the details pane under Pick a task, click Diagnose network configuration and run automated networking tests.

5. In the details pane under Network Diagnostics, click Scan your system.

In the details pane under Network Diagnostics, scan through the information provided, noting any items that indicate FAILED.

The Services Snap-in

The Services snap-in is used to check the status of services (programs running on your computer that provide capabilities to other application programs you might run). For ICS troubleshooting, use the Services snap-in to check the status and properties of the Internet Connection Firewall (ICF)/Internet Connection Sharing (ICS) service. Once ICS has been enabled, the Internet Connection Firewall (ICF)/Internet Connection Sharing (ICS) service in the Services snap-in should be started and configured to automatically start. To use the Services snap-in for ICS troubleshooting, do the following:

1. Click Start, click Control Panel, click Performance and Maintenance, click Administrative Tools, and then double-click Services.

2. In the details pane of the Services snap-in, double-click the Internet Connection Firewall (ICF)/Internet Connection Sharing (ICS) service.

Startup type should be set to Automatic and the Service status should be Started.

An example is shown in the following figure.
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The System Event Log

If the Internet Connection Firewall (ICF)/Internet Connection Sharing (ICS) service is unable to start, then it will add entries to the system event log with information about why it could not start. The system event log is one of several logs that you can view using the Event Viewer snap-in. To view the entries in the system event log with the Event Viewer snap-in, do the following:

1. Click Start, click Control Panel, click Performance and Maintenance, click Administrative Tools, and then double-click Event Viewer.

2. In the console tree (the left-hand pane) of the Event Viewer snap-in, click System.

3. In the details pane of the Event Viewer, look for Error events with the source of Service Control Manager.

The Nsw.log File

If you used the Network Setup Wizard to enable and configure ICS, the Nsw.log file contains information and errors about the configuration process. To view the contents of the Nsw.log file, click Start, click Run, type nsw.log, and then press ENTER.

Common Tasks

The following sections describe common tasks to perform when troubleshooting ICS problems.

Verifying ICS Host Computer Configuration

To verify the ICS host computer configuration, do the following:

1. Verify that the ICS host computer has access to the Internet. This includes ensuring that the Internet interface of the ICS host computer is configured with the correct settings (IP address, subnet mask, default gateway, DNS servers) as instructed by your ISP. Consult your ISP's instructions or contact your ISP for additional information.

2. On the network connection that is connected to your private network (either the network adapter or the bridged connection), use the Support tab of the status of a connection or the ipconfig /all command to verify that the private network connection is configured with the following:

· IP address: 192.168.0.1

· Subnet mask: 255.255.255.0

· Default gateway: none

· DNS servers: none

3. From the Network Connections folder, verify that ICS and ICF are enabled on the Internet connection. The status for the Internet connection icon in the Network Connections folder should read "Enabled, Shared, Firewalled." If not, either enable ICS and ICF using the Network Setup Wizard or manually as described in the "Enabling ICS" section of this article. Verify that ICF is disabled on the private network connection.

4. If you have servers on your private network that you want Internet users to connect with, ensure that you have the correct service definitions configured and enabled. For more information, see the "Internet Users Cannot Access a Server on My Private Network" section of this article.

5. Use the Services snap-in to ensure that the Internet Connection Firewall (ICF)/Internet Connection Sharing (ICS) service is started, and if not, use the Event Viewer snap-in to try and determine why it did not start.

6. Check to see whether TCP/IP filtering is enabled and configured on the Internet or private network connections. TCP/IP filtering is an advanced capability of the TCP/IP protocol for Windows 2000 and Windows XP that allows you to specify the types of traffic that are allowed to be received on a connection for traffic destined to the IP address assigned to the connection. If TCP/IP filtering is enabled and configured, then the TCP/IP protocol could be ignoring Internet traffic on the Internet interface or ignoring DNS traffic on the private network interface.

To check whether TCP/IP filtering is enabled, do the following:

1. From the Windows XP desktop, click Start, click Control Panel, click Network and Internet Connections, and then click Network Connections. 

2. Right-click the network connection that corresponds the network adapter attached to your private network, and then click Properties. 

3. On the General tab, double-click Internet Protocol (TCP/IP) in the This connection uses the following items list. 

4. On the General tab, click Advanced. 

5. On the Advanced TCP/IP Settings dialog box, click the Options tab.

6. Under Optional settings, click TCP/IP Filtering, and then click Properties.

7. To disable TCP/IP filtering, clear the Enable TCP/IP Filtering (all adapters) check box, and then click OK.

Verifying Client Computer Configuration

To verify the client computer configuration, do the following:

1. Verify that the TCP/IP protocol is installed. For computers running Windows XP, TCP/IP is required. For computers running earlier versions of Windows, TCP/IP is installed by default but is not required. If TCP/IP is not installed on the client computer, install it as a protocol on the connection attached to the private network.

2. On the network connection that is connected to your private network, use the Support tab for the status of a connection or the ipconfig /all command to verify that the private network connection is configured with the following:

· IP address: 192.168.0.z, in which z is a number from 2 to 254

· Subnet mask: 255.255.255.0

· Default gateway: 192.168.0.1

· DNS servers: 192.168.0.1

If the client computer does not have this configuration then one of the following applies:

· The client computer has a manual configuration and must be configured for automatic addressing. For information about configuring the client computer for automatic addressing, see the "Configuring the Client Computers" section of this article.

· The client computer is configured for automatic addressing but is unable to exchange packets with the ICS host computer.

If the latter case is true, then the client computer will have an address of the form 169.254.y.z, in which y and z are numbers from 0 to 255. The Automatic Private IP Addressing (APIPA) feature of Windows configures addresses in this range. APIPA is used to automatically configure computers on a single network that is not connected to any other network and does not contain a Dynamic Host Configuration Protocol (DHCP) server. For a home network connected to the Internet, APIPA cannot be used for automated configuration.

If the client computer is configured with an APIPA address, then the client computer and the ICS host computer cannot send packets between each other. Verify that the client computer is connected to the same network of the ICS host computer by checking hub connections, wireless settings, or if there is another bridge on your network, verify that the bridge is functioning properly.

3. If you want to connect or disconnect the Internet connection of the ICS host computer from the client computer and the client computer has ICF enabled, ensure that you have service definition for UPnP traffic configured and enabled. For more information, see the "Cannot Connect or Disconnect the Internet Connection from a Client Computer" section of this article.

4. Check to see whether TCP/IP filtering is enabled and configured on the private network connections. If TCP/IP filtering is enabled and configured, then the TCP/IP protocol could be ignoring Internet or DNS traffic on the private network interface. For information about how to disable TCP/IP filtering, see "Verifying ICS Host Computer Configuration" in this article.

5. If users on your client computers can use the Ping tool to ping Web servers but cannot use Internet Explorer, their Internet options might need to be modified.

To configure Internet options for client computers when ICS is being used, do the following:

1. Open Internet Explorer. 

2. On the Tools menu, click Internet Options. 

3. On the Connections tab, click Never dial a connection, and then click LAN Settings. 

4. In Automatic configuration, clear the Automatically detect settings and Use automatic configuration script check boxes. 

5. In Proxy Server, clear the Use a proxy server check box. 

6. Click OK to save changes to LAN settings.

7. Click OK to close the Internet Options dialog box.

Verifying Connectivity Between the Client Computer and the ICS Host Computer

To verify that the client computer can communicate with the host computer once it has received an IP address configuration of the form 192.168.0.z, in which z is a number from 2 to 254, do the following from the client computer:

1. From the Windows XP desktop, click Start, point to All Programs, point to Accessories, and then click Command Prompt.

2. In the Command Prompt window, type ping 192.168.0.1, and then press ENTER.

You can also use the Ping tool from the ICS host computer, but you must first determine the IP address of the client computer (from the Support tab of the status of a connection or the ipconfig /all command). For example, if the IP address of a client computer is 192.168.0.3, you would issue the ping 192.168.0.3 command from the ICS host computer.

Verifying DNS Name Resolution

To verify that DNS name resolution is working on your private network, do the following:

1. From the ICS host computer, ping an Internet domain name from a command prompt. For example, type ping www.microsoft.com. Notice that although the Ping tool might report a series of "Request timed out." messages, all you are interested in is the first line of the Ping tool display, in which the name and its resolved IP address are shown. If you cannot resolve domain names from the ICS host computer, verify the Internet configuration of the ICS host computer, contacting your ISP if needed.

2. If DNS name resolution is working from the ICS host computer, try to use the Ping tool on a client computer to ensure that it can also resolve the same domain names. If not, then check the configuration of the client computer and ensure that the DNS server of the client computer's private network connection is set to 192.168.0.1.

Verifying Translation

To verify that the translation component of ICS is working properly, use a Web browser to access a Web page from a client computer. Many Web browsers keep a copy of the contents of recently viewed Web pages on the local disk, a technique known as caching. To ensure that the Web page being viewed on the client computer is not being obtained from the local disk, refresh the display of the Web page in the Web browser. This will cause the Web browser to obtain a new copy of the contents of the Web page from the Web server across the Internet.

If translation is not working properly, ensure that the Internet Connection Firewall (ICF)/Internet Connection Sharing (ICS) service is started on the ICS host computer using the Services snap-in.

Summary

Windows XP ICS consists of translation, automatic address assignment, and DNS name resolution components that allow client computers to automatically configure themselves to access the Internet through the ICS host computer. You can enable ICS using the Network Setup Wizard or using the Network Connections folder. After the ICS host computer is enabled, configure the client computers for automatic addressing. The most common problems with ICS configuration are client computers being unable to access the Internet, an application run on a client computer cannot access an Internet resource, Internet users cannot access a server on the private network, and users on client computers cannot connect or disconnect the Internet connection. Windows XP provides several tools to gather information for troubleshooting ICS issues. Common tasks for troubleshooting ICS issues are verifying the ICS host computer configuration, verifying the client computer configuration, verifying connectivity between the client computer and the ICS host computer, verifying DNS name resolution, and verifying translation.

Related Links

See the following resources for further information:

Home and Small Office Networking with Windows XP at http://www.microsoft.com/homenet

Configure Internet Connection Sharing in Windows XP at http://support.microsoft.com/default.aspx?scid=kb;en-us;Q306126&sd=tech

Troubleshooting Internet Connection Sharing in Windows XP at http://support.microsoft.com/default.aspx?scid=kb;en-us;308006

For the latest information about Windows XP, see the Windows XP Web site at http://www.microsoft.com/windowsxp.

